DEVELOP Virtual Machine Guidebook

Your virtual machine (VM) is a NASA-sponsored Amazon Web Services (AWS) Science Data
Managed Cloud Environment (SMCE) Elastic Compute Cloud (EC2) instance. Here’s a quick
guide on getting it started and using some of its helpful features. Navigate to any section
directly by clicking on its name in the Table of Contents.

Section 1.  Creating your EC2 and starting your VM (for the first time) ...........ccccvvvveeennnn. 1
Section 2. Starting YOUr VIM ... 7
Section 3. RemOte iNtO YOUF VIMl......uuuiiiiiiiiiiiiiiieeeeee e e e e e e e e e e e e e 13
Section 4.  Shutting dOWN YOUr VIM ..o 17
Section 5. STOFNG FilES .....uueiiiiii e e 21
o Tor= LIRS (o =T =T () PRSP 21
T = Tg=To [ D41V I PP 21
AWS WOIKDOCS ..ottt e e e e e e e e e e e e e e e e s sttt e e et e e e e e e aeaeaaaaaaeeeeessaanaannnnns 22
Section 6. SIMOCE PaSSWOIAS ......ccoiiiiiiiiiiiiiiieeee e et e e e e e e e e e e e e e e e s s s s asse e e eeeeeeeeeaaaaaaaeeeas 26
Check your password eXpiration............ooiiiiiiiiiiiiiieee e e e e e eeees 26

Changing your password

Troubleshooting note: If you are experiencing any difficulties with your VM, reach out to
James (Jim) Davis via Microsoft Teams or email (james.davis @ssaihg.com).
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Section 1. Creating your EC2 and starting your VM (for the first time)

Note: If you have already created the EC2 previously, you can skip this section and proceed to
Section 2. Starting your VM.

1. Navigate to the Jenkins server login page: hitps://jenkins.developprogram.org

Welcome to Jenkins!

Username

Password

Keep me signed in

Note: If you are logged into a NASA VPN, the page will not load. Disconnect from the VPN
and reload the Jenkins server login page. Most participants will not have VPN access,
which mainly applies to Fellows.

2. Sign in with the password provided to you by James (Jim) Davis. The username should
look something like firstname.lastname, and the password will be pretty long!

Note: Passwords are set to expire every 60 days. Refer to Section Ill on how to check and
change your password.

3. Select AwsSDevelop. This is where you can view the job build history and start a new job.
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Dashboard

+  Newitem
82 People

& Build History
83 Manage Jenkins
82 My Views

Build Queue

No builds in the queue.

Build Executor Status
1 idie
2 1die
3 1die

4 idie

Al F

B W Name ¢ Last Success

®®

M Icon: s M L I

smin7sec  #39james.davis

https:fienkins.developprogram.org/job/AWSDevelop/

On the left-hand panel, select Build with Parameters. This is where you will first

create your EC2 instance.

Dashboard > AWSDevelop

/M Back to Dashboard
B status
<[> Changes

B workspace

Project AWSDevelop

Manage Develop EC2 instances

( > Build with Paramet@s

P link:
) ermalinks

£33 Configure
] Delete Project

/ Rename

(> Build History

® #38 james.davis
29,2022, 6:07PM

® #3zjames.davis

9,2022, 6:01 PN

© #36james.davis

Sep 9, 2022, 5:42 PM

5. To create your EC2 Instance for the first time, you must select Create from the

« Last build (#39 james.davis), 5 min 12 sec ago
« Last stable build (#39 james.davis), 5 min 12 sec ago

« Last successful build (#39,james.davis), 5 min 12 sec ago
« Last failed build (#38,james.davis), 19 min ago

« Last unstable build (#10,developadmin), 24 days ago

« Last unsuccessful build (#38 james.davis), 19 min ago

« Last completed build (#39 james.davis), 5 min 12 sec ago

trend

> 3l

[@] 2 JamesDavis v Z]logout

2 Add description

Q  Search (38+K)

Last Failure Last Duration

2min 17 sec

19min  #38james.davis

con legend ) Atom feed for all ) Atom feed for failures N\ Atom feed for just latest builds

REST API Jenkins 2.361.1

2 Editdescription

Disable Project

Operation dropdown menu. From that, click the blue Build button.
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Dashboard AWSDevelop

A Back to Dashboard
B status

</> Changes

B workspace

[>  Build with Parameters
3 configure

1 Delete Project

/ Rename

> Build History

Project AWSDevelop

This build requires parameters:

= 2]

[O] 2 JamesDavis v T]logout

Once you click the Build button, your job will be submitted into the Jenkins queue. Your
Create job will always be the first one in the queue. Click on the progress bar of your
Create job in the queue to view the status in the Console Output Screen.

Dashboard > AWSDevelop

/N Back to Dashboard
B status
<[> Changes

B3 Workspace

Project AWSDevelop

Manage Develop EC2 instances

[@] 2 Jamespavis v S]logout

7 Edit description

Disable Project

Permalinks
[>  Build with Parameters.

@ configure « Last build (#40), 0.24 sec
L
W Delete Project t
P L
Rename L
L
@3> Build History trend v
&
Q Filt

7. On the left-hand panel, select Console Output The Console Output screen will show
the status of your Create job.

Console Output
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8. The first time you create your EC2 instance may take a while, so be patient and let it run
until the job status indicates “Finished: SUCCESS.”

Dashboard > AWSDevelop > #40,james.davis

14:27:07 SSH: EXEC: channel open
14:27:07 SSH: EXEC s from command [/ SGARA_Create.py SMCE-Develop-

ames.davis"] ...

Timestamps View as plain text

) System clock time 14:51:32 Sep 09 2022 06:27 BM: . Funct davis, i i ipAddr=117, Type=t3.xlarge
B Use browser timezone sl

14:51:32
Elapsed time 14:51:32 Sep 09 2022 06:28 PM: instance name = SNCE-Develop-james.davis, command line = aws ec2 le i-0£8 —-iam-
None instance-profile Name="SHCE_SSMAgent”

14:51:32 Sep 09 2022 06:28 P}
14:51:32 (*"AllocationId": "eipalloc-099099730e524eb9d" ', '\n')
14:51:32  "eipalloc-099099730e524eb9d"

14:51:32 Sep 09 2022 06:28 PM:
0990997300524eb9d"

instance name = SMCE-Develop-jemes.davis, command line ec2 allocate-address

instance name = SHCE-Develop-james.davis, command line = aws ec2 i-ofs: —-al “eipalloc-

14:51:32 Sep 09 2022 06:28 PM: instance name = SMCE-Develop-james.davis, command line = aws ec2 create-tags --resources "eipalloc-099099730e524ebgd

Ke:

jame , Value=SHCE-Develop-james.davis
14:51:32 Sep 09 2022 06:48 P}
14:51:32 Sep 09 2022 06:48 PM: instance name = SMCE-Develop-james.davis, command_line

instance name = SHCE-Develop-james.davis, command line ec2 i-0f8

cloudwatch put-metric-alarm --alarm-name cpu-mon-SMCE-Develop-james.davis --alarm-

description "Idle CPU Monitor Alarm when CPU remains under 5 percent for 2 hour" CPULilizat AWS/EC2 --statistic Average —-period 900 --threshold
5 5 Value= P 8

al,

--unit Percent --treat-missing-data notBreaching

14:51:32 Sep 09 2022 06:51 PM: instance name = SMCE-Develop-james.davis, command_line = aus ec2 i-of
1a:51:32

151032

14:51:32 I£ you cannot login to your EC2, wait an additonal 5 minutes to allow the EC2 to finish joining the Active Directory domain.
1a:51:32

14:51:32 SSH: EXEC: completed after 1,465,302 ms

14:51:32 SSH: D: & t 1 oo

14:51:32 SSH: Transferred 0 file(s)
14:51:32 Build step 'Send files or execute commands over SSH' changed build result to SUCCESS
14:51:33 New run name is '#40,james.davis’

14:51:35 New run is job managing Develop AWS EC2s'

REST API Jenkins 2.361.1

9. You are going next want to go back to the Project AWSDevelop screen to get the status
of your build. Click on the AwSDevelop link on the upper left of the screen.

Q  Search (3+K) 2 JamesDavis v 3] logout

Dashboard > ((AWSDgyelop #40 james davis

K
A Backto Project @ Console Output
B status

</> Changes 14:27:02 Started by user Janes Davis
14:27:02 Running as SYSTEM
Console Output 14:27:02 Building in vorkspace /var/Lib/jenkins/workspace/Ausbevelop

14:27:03 New run name is '#40,james.davis’
[ viewas plaintext 14:27:05 New run description is 'AWSDevelop job managing Develop AHS EC2s’
14:27:07 58

Connecting from host [ip-10-0-0-196.developprogram.org)

O Edit Build Information 14:27:07 ssi: with [ ) aan
14:27:07 SsH: Creating session: username (ec2-user], hostname (10.0.0.197), port (22]

ST parameters 14:27:07 ssH: Connecting session ...

14:27:07 sSH: Connected
< Previous Build 14:27:07 S5H: Opening exec channel ...
14:27:07 SSH: EXEC: channel open
14:27:07 SSi: EXEC: £rom command [/ o SGARA Create.py SHCE-Develop-*james.davis"] ...
Timestamps View as plain text 14:27:07 SSH: EXEC: connected
14:51:32 Sep 09 2022 06:27 PM: Running SGARA Create.py SHCE-Develop-james.davis
@® system clock time 14:51:32 Sep 09 2022 06:27 PM: /home/ _F = a ipAddr=117, Type=t3.xlarge
 Use browser timezone aA5132
14:51:32
Elapsed time 14:51:32 Sep 09 2022 06:28 PM: instance name = SHCE-Develop-james.davis, command line = aws ec2 le i i-0£81d4b9c225¢2aee —-iam-
ONone instance-profile Name="SHCE_SSMAgent”

14:51:32 Sep 09 2022 06:28 PM: instance name = SMCE-Develop-james.davis, command_line = aws ec2 allocate-address

14:51:32 (*"AllocationId": "eipalloc-099099730e524eb9d"‘, '\n')

14:51:32 "eipalloc-099099730e524eb9d"

14:51:32 Sep 09 2022 06:28 PM: instance name = SMCE-Develop-james.davis, command_line = aws ec2 associ. --al; “eipalloc-
099099730e524eb9d"

14:51:32 Sep 09 2022 06:28 PM:

instance name = SMCE-Develop-james.davis, command line = aws ec2 create-tags --resources "eipalloc-099099730e524eb9d"

Key=Nane, Value=SHCE-Develop-james.davis

14:51:32 Sep 09 2022 06:48 PM: instance name = SMCE-Develop-james.davis, command_line = aws ec2 describe-i i-of8

14:51:32 Sep 09 2022 06:48 PM: instance name = SMCE-Develop-james.davis, command_line = aws cloudwatch larm davis --alarm-
description "Idle CPU Monitor Alarm when CPU remains under 5 percent for 2 hour’ --metric-name CBUUtilization --namespace AWS/EC2 —-statistic Average --period 900 --threshold
5 —mromnarisan-anaratar - “Name= vatnas " aualnatianonarinds R —-alAvm-antinna Arn:Aws:AntmAre:na-east-1:and:atan

10.0n the left-hand panel, select Build with Parameters.

Last updated Thursday, September 29, 2022 Page 4



[> Build with Parameters &

11.Select Status from the Operation dropdown menu. From that, click the blue Build
button.

Dashboard > AWSDevelop

N Back to Dashboard Project AWSDevelop
B status
This build requires parameters:
</> Changes Operation
B3 workspace
[> Build with Parameters

{83 Configure

i oelete Project

12.Click on the progress bar of your Status job in the queue to view the status in the
Console Output screen.

Y

A
I

xd

7]
)
T}
(o]
N
o
N
N
o
o1
N
i)
<

13.0n the left-hand panel, select Console Output. The Console Output screen will show
the status of your Status job.

Console Output

14. Allow the Status job to complete until the job status indicates “Finished: SUCCESS.”

Once complete, locate the header in the Console Output log indicated by
Owner/State/Imageld/lp Addr/Instanceld/Type/Purpose/Publiclp.
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Note and write down the PublicIp; This will be the IP address you will use to login
remotely to your VM.

Dashboard > AWSDevelop > #41james.davis

B viewas plain text 18:52:48 New run description is 'AWSDevelop job managing Develop AWS EC2s'
14:52:50 SSH: Connecting from host [ip-10-0-0-196.developprogran.org]

O Edit Build Information 14:52:50 SSH: Connecting with configuration [Automation] ...

14:52:50 SSH: Creating session: username [ec2-user], hostname [10.0.0.197], port [22]
= Parameters 14:52:50 SSH: Connecting session ...

14:52:50 SsH: Connected
& Previous Build 14:52:50 SsH: Opening exec channel .

14:52:50 SSH: EXEC: channel open
14:52:50 SSH: EXEC: STDOUT/STDERR from command [/usr/bin/python2 SGARA Status.py SMCE-Develop-
Timestamps View as plain text 14:52:50 SSH: EXEC: connected
14:52:56
System clock time 14:52:56

james . davis"] ...

B Use browser timezone 14:52:56 Status as of: Sep 09 2022 06:52 PM:

14:52:56
Elapsed time
None
18:52:56 Ouner state Inage1d Ip Addr  Instanceld LaunchTime Type Purpose
PublicIp
14:52:56

Develop-SHCE-Develop-james.davis  running ani-079b90bbadbecoss 117 §-0£61ddb9c235E2ase  Sep 09 2022 06:27 PM  t3.xlarge  Sumner2022
() S
Tais2:56

14:52:56
14:52:56
10:52:57 s
14:52:57
14:52:57 SSH: Transferred 0 file(s)

2

EXEC: completed after 6,607 ms

b, [ ) ooo

a

14:52:57 Build step 'Send files or execute commands over SSH' changed build result to SUCCESS
18:52:57 New run name is '#41,james.davis’

14:52:59 New run description is 'AWSDevelop job managing Develop AWS EC2s'

14:52:59 Finishod: SUCCESS

REST API Jenkins 2.361.1

15. At this point, you can log out of Jenkins and proceed to Section 3. Remote into Your VM.

earch (38+K) 2 James Davis v Elgg@g
Dashboard
+ Newltem £ Add description
32 People Al +
& Build History
@ S w Name + Last Success Last Failure Last Duration
Manage Jenkins
22 Myv © &  Awsbevelop 26sec  #41james.davis 46min  #38 james davis 14 sec >
y Views
e v lon: s ML lconlegend 3\ Atom feed foral \ Atomfeed forfailres N\ Atom fead forjustlatest builds

No buids in the queus.

Build Executor Status v
1 1die
2 idie
3 1dle

4 1die

REST API Jenkins 2.361.1

https:/fjenkins developprogram.orgflogout
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Section 2. Starting your VM

1. Navigate to the Jenkins server login page: hitps://jenkins.developprogram.org

Welcome to Jenkins!

Username

Password

Keep me signed in

2. Sign in with the password provided to you by James (Jim) Davis. The username should
look something like firstname.lastname, and the password will be pretty long!

3. Select AwsSDevelop. This is where you can view the job build history and start a new job.

Dashboard >

+ Newitem 2 Add description

22 People Al +
& Build History

s W Name ¢ Last Success Last Failure Last Duration
€3 Manage Jenkins

@ | Awsggvelop v Smin7sec  #39 james.davis 19min  #38james.davis 2min 17 sec >
22 My Views @ o & &

EEESD e con: s ML I Icon legend N\ Atom feed for all \ Atom feed for failures N\ Atom feed forjust latest builds

Build Executor Status v

1 idie

2 e

3 1o

aaaaa

RESTAPI  Jenkins 2.3611

https:/fenkins.developprogram.orgfjob/AWSDevelop/

4. On the left-hand panel, select Build with Parameters. This is where you will start your
EC2 instance.
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Dashboard > AWSDevelop >

A Back to Dashboard Project AWSDevelop

B status
Manage Develop EC2 instances
2 Edit description

<[> Changes

B3 workspace

Permalinks
( > Build with Paramet@s )4—
£33 Configure L
L:
W Doelete Project N t
L
/ Rename L
L
(> Build History trend
Qr

« >

® #32j

5. To start your EC2 Instance, select Start from the Operation dropdown menu. From
that, click the blue Build button.

Dashboard > AWSDevelop
M Backto Dashboard Project AWSDevelop
B status

This build requires parameters

</> Changes
B Wworkspace

[> Build with Parameters
€3 configure

i Delete Project

/ Rename

&, Build History trend v

Q Filter build:

@ #4z,james.davis
S6n9,2022,6:57PM

© #41james.davis
50n.9,2022,

Once you click the Build button, your job will be submitted into the Jenkins queue. Your
Start job will always be the first one in the queue. Click on the progress bar of your
Start job in the queue to view the status in the Console Output screen.
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)]

A JamesDavis v 3] logout

Dashboard > AWSDevelop >

1 Back to Dashboard Project AWSDevelop

B status
Manage Develop EC2 instances

<[> Changes

B3 Workspace
Permalinks
>3 with Parameters
@ configure « Last build (#40), 0.24 sec ago
« Last stable build (#39,james.davis), 5 min 25 sec ago
W Deite Prject « Last successful build (#39,james.davis), 5 min 25 sec ago
+ Last failed build (#38 james.davis), 20 min ago
N « Last unstable build (#10,developadmin), 24 days ago
Z Rename « Last unsuccessful build (#38 james.davis), 20 min ago
« Last completed build (#39,james.davis), 5 min 25 sec ago
€@> Build History trend v
Q Filter builds.
> 40 =
- o
Sep9,2022,6:27PM o E—
" & ~
© #39,james.davis ¢

Sen9,2022,6:21PM
5o n Develop AWS EC
® #38james.davis

Sep9,2022

® #37,james.davis
Sen9,2022,6:01PM

7. On the left-hand panel, select Console Output. The Console
the status of your Start job.

a Console Output

2 Edit description

Disable Project

Output screen will show

8. Starting your EC2 instance may take a while, so be patient and let it run until the job status

indicates “Finished: SUCCESS.”

Dashboard > AWSDevelop > #40,james.davis

14:27:07 SSH: EXEC: channel open
EXEC: STDOUT/STDERR from command [/usr/bin/python2 SGARA Create.py SHCE-Develop-"james.davis®] ...
Timestamps View as plain text 107 SSH: EXEC: connected

32 Sep 09 2022 06:27 PM: Running SGARA_Create.py SMCE-Develop-james.davis

®system clock time 32 Sep 09 2022 06:27 Pz / r - a

Use browser timezone

Elapsed time = SMCE-Develop-james.davis, command_line = aws ec2 le

ipAddr=117, Type=t3.xlarge

1i-0£8. --iam-

O None
132 Sep 09 2022 06:28 PM: instance name = SHCE-Develop-james.davis, command line = aws ec2 allocate-address
32 (""AllocationTd": "eipalloc-099099730e524ebdd" ", "\n')

32 "eipalloc-099099730e524eb9

1
09909973005240b9d!

32 sep 09 2022 06:28 PM: instance name = SMCE-Develop-james.davis, command_line = aws ec2 associate-address --instance-id i-0£81d4b9c225£2ace --allocation-id “eipalloc-

14:51:32 Sep 09 2022 06:28 PM: instance name = SMCE-Develop-james.davis, command_line = aws ec2 create-tags --resources "eipalloc-099099730e524eb9d” --tags
Key=Name, Value
14

MCE-Develop-james .davis

+32 Sep 09 2022 06:48 PM: instance name = SMCE-Develop-james.davis, command line = aws ec2

i-0£8.

description "Idle CPU Monitor Alarm when CPU remains under 5 percent for 2 hous

32 Sep 09 2022 06:48 PM: instance name = SMCE-Develop-james.davis, command_line = aws cloudwatch put-metric-alarm --alarm-name cpu-mon-SMCE-Develop-james.davis --alarm-

metric-name CPUUtilization --namespace AWS/EC2 --statistic Average --period 900 --threshold

5 "Name=Instanceld, Value= i --evaluat s 8 —-al
--unit Percent --treat-missing-data notBreaching

32 Sep 09 2022 06:51 PM: instance name = SMCE-Develop-james.davis, command_line = aws ec2

sec2:stop

32 If you cannot login to your EC2, wait an additonal 5 minutes to allow the EC2 to finish joining the Active Directory domain.
32

14:51:32 SSH: EXEC: completed after 1,465,302 ms

32 ssi
32 ss: Transferred 0 file(s)

1
1
1a:
1
1

t 0 ooo

:32 Build step 'Send files or execute commands over SSH' changed build result to SUCCESS

1
1
14:
14:51:33 New run name is '#40,james.davis
2

zun is job managing Develop AWS EC2s'

i-0f8

REST API Jenkins 2.361.1

9. You are going next want to go back to the Project AWSDevelop screen to get the status
of your build. Click on the AwSDevelop link on the upper left of the screen.
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#40 james davis

Dashboard > (AWSDeyelop

/™ Back to Project

B status

<[> Changes

@ Console Output

14:27:02 Started by user James Davis
14:27:02 Running as SYSTEM

Console Output 14:27:02 Building in workspace /var/lib/jenkins/workspace/AWSDevelop

14:27:03 New run name is '#40,james.davis’
[ viewas plain text
14:27:07 SSH: Connecting from host [ip-10-0-0-196.developprogram.org]
14:27:07 ssi: with 0 ion)
1a:

4 EditBuild Information

= parameters 18:27:07 SSH: Connecting session ...
18:27:07 SsH: Connected

18:27:07 SSH: Opening exec channel ...
14:27:07 SSH: EXEC: channel open
14:27:07 SSH: EXEC:

& Previous Build

£rom command [/ P

14:27:05 New run description is 'AWSDevelop job managing Develop AWS EC2s'

Q Search (38+K]

S log out

2 James Davis v

:07 SSH: Creating session: username (ec2-user], hostname (10.0.0.197), port (22]

SGARA_Create.py SMCE-Develop-"james.davis"] ...

Timestamps View as plain text 18:27:07 SSH: EXEC: connected
18:51:32 Sep 09 2022 06:27 PM: Running SGARA_Create.py SMCE-Develop-james.davis
@ System clock time 14:51:32 Sep 09 2022 06:27 PM: /home/ec2- r a iphddr=117, Typest3.xlarge
8 Use browser timezone 2i81ed2
18:51:32
Elapsed time 14:51:32 Sep 09 2022 06:28 PM: instance name = SMCE-Develop-james.davis, command line = aws ec2 ile --is i-0£81d4b9c225£2aee ~—iam-
None instance-profile Name="SHCE_SSMAgent"

14:51:32 Sep 09 2022 06:28 PM: instance name = SMCE-Develop-james.davis, command_line = aws ec2 allocate-address

14:51:32 (*"AllocationId": "eipalloc-099099730e524eb9d"‘, '\n')

14:51:32 "eipalloc-099099730e524eb9d"

14:51:32 Sep 09 2022 06:28 PM: instance name = SMCE-Develop-james.davis, command_line = aws ec2 associ. --al eipalloc-
099099730e524eb9d"

14:51:32 Sep 09 2022 06:28 PM: instance name = SMCE-Develop-james.davis, command_line = aws ec2 create-tags --resources "eipalloc-099099730e524eb9d" --tags

Key=Nanme, Value=SHCE-Develop-james .davis

14:51:32 Sep 09 2022 06:48 PM: instance name = SMCE-Develop-james.davis, command line = aws ec2 describe-il i-0£8:

14:51:32 Sep 09 2022 06:48 PM: instance name = SMCE-Develop-james.davis, command_line = aws cloudwatch larm a --alarm-

description "Idle CPU Nonitor Alarm when CPU remains under 5 percent for 2 hour"

& ——romnarian-anaratar T = “Namas

metric-name CPUUtilization --namespace AWS/EC2 --statistic Average --period 900 --threshold

vatn

—euATnAKiAN_nATinda R —-ATAYmM-ACtiANG AFN:AWS:ANtAmAFA:Na-AAGK-]:ar):atan

10.0n the left-hand panel, select Build with Parameters.

[> Build with Parameters

11.Select Status from the Operation dropdown menu. From that, click the blue Build

button.

Dashboard

AWSDevelop

/N Back to Dashboard

B status

<[> Changes

Project AWSDevelop

This build requires parameters:

Operation

B3 workspace

>  Build with Parameters
{83 Configure

i Delete Project

/ Rename

& Build History trend v

Q Filter build:
© #40 james davis
S6p9,2022,6:27M
R o
@© #39 james.davis
29,2022, 6:21PM
n I
® #38 james.davis
$6p9,2022,6:07PM
n: Sovel

® #37james davis
022,6:01PM

12.Click on the progress bar of your Status job in the queue to view the status in the

Console Output screen.

Q Search (3+K

] log out

& James Davis v
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xd

13.0n the left-hand panel, select Console Output. The Console Output screen will show
the status of your Status job.

Console Output

14. Allow the Status job to complete until the job status indicates “Finished: SUCCESS.”

Once complete, locate the header in the Console Output log indicated by
Owner/State/Imageld/lp Addr/Instanceld/Type/Purpose/Publiclp.

Note and write down the PublicIp; This will be the IP address you will use to login
remotely to your VM.

Dashboard AWSDevelop #41,james.davis
@ View as plain text 14:52:48 New run description is 'AWSDevelop job managing Develop AHS EC2s'
\ecting from host [ip-10-0-0-196.developprogram.org]
[ ) e
sername [ec2-user], hostname (10.0.0.197], port [22]

Edit Build Information

]
== Parameters
<«

Previous Build

0 SSH: EXEC: UT/STDERR from command [/usx/bin/python2 SGARA_Status.py SMCE-Develop-"james.davis'] ...

14
Timestamps View as plain text 14:52:50 SsH: EXEC: connected

@ system clock time
% Use browser timezone as of: Sep 09 2022 06:52 PM:

Elapsed time

None.

PublicIp
14:52:56

evelop-SHCE-Develop-james . davis running ani-079b90bbddbfecdds 117 i-0£81d4b9c225f2aee  Sep 09 2022 06:27 PM  t3.xlarge  Summer2022

256 SR
— ()
52.70.232.138 R

14:52:56

14:52:56
145

EXEC: completed after 6,607 ms
[ 1 000

te commands over SSH' changed build result to SUCCESS

evelop job managing Develop AWS EC2s'

REST API Jenkins 2.361.1
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15. At this point, you can log out of Jenkins and proceed to Section 3. Remote into Your VM.

fi, Jenkins Q Search (3+K) @) = samesoavis © [ Siogout
Dashboard

+ Newlitem /7 Add description

32 People

& Build History
s W Name ¢ Last Success Last Failure Last Duration
83 Manage Jenkins

2wy ©® &  Awspevelop 26sec  #41james.davis 46 min  #38 james.davis 14 sec
y Views

Build Queue con: s ML \con legend 3\ Atom feed for all 3\ Atom feed for failures 3\ Atom feed for just latest bulds

No buids in the queue.

Build Executor Status v
1 1dle
2 idie
3 idie

4 1die

REST API Jenkins 2.361.1

https: flnkins.developprogram org/logout
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Section 3. Remote into Your VM
1. You will need a remote desktop client.

For Windows:

The Remote Desktop Connection client is provided as part of the Windows operating
systems. Use the Windows Start menu and search for “remote” and the Remote Desktop
Connection client is usually the first application listed.

For macOS:
macOS users will need to download/install the Microsoft Remote Desktop app from
the Mac App Store. In the Mac App Store do a search for “Microsoft Remote Desktop.”

2. Launch remote desktop client. Enter the IP address (IPAddr) you wrote down in Step 14
from Section 1. or Section 2.

a. On Windows
1) Populate the IP address in the Computer field:

A Remote Desktop Connection -

L Remote Desktop
“»* Connection

Gmnpuim 1002680 11 )
Usor name.  None specilied
You will b askod for credentials when you connect
»  Show Options Copnect | Hedp

2) Click connect.

3) Enter your login information. Your username is
develop\firstname.lastname, and the password is the same you
used to get into the Jenkins server in Section 2., Step 2 You may need to
select Use a different account to login using the develop domain.
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Windows Security X
Enter your credentials

These credentials will be used to connect to 100.26.80.117.

develop\erica carcelen

seesessesesensesencaces)
Domain: develop

More choices

Q Carcelen, Erica C (US 329B-Affiliate)
JPL\carcelen

= Erica Carcelen (affiliate)

el eCarcele@ndc.nasa.gov
Smart card credential

Connect a smart card

4) Click OK.

b. On macOS:

1) Populate the IP address in the PC Name field:
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2) Click the add button, then double-click on the PC you just added.

3) You may get a pop-up about the validity of certificate like the example
below. Click Continue, as this is normal for remote desktop connections to
EC2 instances.

You are connecting 1o the RDP host “3.220.45.108%. The certificate couldn™
be verified Back to a root certificate. Your comnection may not be secure. Do

o you mant to continue?
!

~ e
Show Certificate Cance [ Conftinue |
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3. You should be greeted with your VM desktop!
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Section 4. Shutting down your VM

You MUST shut down your VM and terminate your EC2 every single time you are done using
it! Failure to do so will waste energy and money on an unused virtual machine.

1.

2.

If you are remotely logged into your VM, bring up the Start menu by pressing the Win key
on your keyboard or by clicking the Win button on the lower left corner of the Windows
desktop, then click the Power button, and then click Shut down.

Sleep

Shut down
£33 Settin Restart

Control Panel
C) Power

éz_ All apps
EH
Wait until your VM completely shuts down and returns to your remote desktop client.

If you are not currently logged in to Jenkins, you will need to log back into the Jenkins
server: https://jenkins.developprogram.org/

Welcome to Jenkins!

Username

Password

Keep me signed in

3. Click on awsbevelop to navigate back to the DEVELOP AWS project page.
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Dashboard

+ Newitem
82 People

& Build History

€3 Manage Jenkins

82 My Views

Build Queue

wwwww

aaaaa

https:fienkins.developprogram.org/job/AWSDevelop/

Al +

B W Name ¢

®®

|

ccccccccccc

[OF 2 JamesDavis v T]log out

2 Add description

Last Failure Last Duration
19min  #38 d 2min 17 sec
) Atom feed for N\ Atom feed for failures N\ Atom feed for just latest builds
REST API Jenkins 2.361.1

4. SelectBuild with Parameters on the left-hand side panel.

[> Build with Parameters

&

5. Inthe Ooperation dropdown menu, select the option Stop and click the blue Build

button.

Dashboard AWSDevelop

B status
</> Changes

B workspace

£33 Cconfigure

T Delete Project

6. You can view the progress of your Stop job in the bottom left-hand panel under Build

/N Back to Dashboard

> Build with Parameters

Project AWSDevelop

History. Your job will always be the first one listed.

[O8 2 JamesDavis v 3] logout

Last updated Thursday, September 29, 2022
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Dashboard > AWSDevelop >

1 Backto Dashboard Project AWSDevelop

B status
Manage Develop EC2 instances

</> Changes 7 Edit description

Disable Project
B3 Workspace

Permalinks
> Build with Parameters

@ Confiowe « Last build (#40), 0.24 sec ago
. lLa i

L
L
L

[ Delete Project
. La
L:
L:
L:

7. Click on the progress bar of your Stop job in the queue to view the status in the Console
Output screen.

~
v

3+

41

|
|
Y

9

I|</>

ep 9, 2022, 6:52 PM

8. On the left-hand panel, select Console Output. The Console Output screen will show
the status of your Stop job.

Console Output

9. The Console Output screen will show the status of your Stop job.

Stopping your EC2 instance may take a while, so be patient and let it run until the job
status indicates “Finished: SUCCESS.”
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Dashboard > AWSDevelop > #40,james.davis

Timestamps View as plain text

® system clock time
Use browser timezone
Elapsed time

ONone

14:27:07 s8
14:27:07 ssh:
14:27:07 SSH: EXEC: connected
14:51:32 Sep 09 2022 06:27 BM:

EXEC: channel open

Running SGARA_Create.py SMCE-Develop-james.davis

EXEC: STDOUT/STDERR from command [/usr/bin/python2 SGARA Create.py SMCE-Develop-"james.davis®] ...

14:51:32 Sep 09 2022 06:27 BM: . Funct davis, i : iphddr=117, Type=t3.xlarge
14:51:32

151032

14:51:32 Sep 09 2022 06:28 PM: instance name = SMCE-Develop-james.davis, command_line = aws ecz le i-of8 —-ian-
instance-profile Name="SHCE_SSMAgent

14:51:32 Sep 09 2022 06:28 BM: instance name = SMCE-Develop-james.davis, command line = aws ec2 allocate-address

14:51:32 ("AllocationT eipalloc-099099730e524eb9d" ',
14:51:32  "eipalloc-099099730e524eb9d"

\n')

14:51:32 Sep 09 2022 06:28 PM: instance name = SMCE-Develop-james.davis, command_line

099099730e524eb9d"
14:51:32 Sep 09 2022 06:28 I

Key=Name, Value=SHCE-Develop-james.davis

14:51:32 Sep 09 2022 06:48 PM: instance name = SMCE-Develop-james.davis, command_line

14:51:32 Sep 09 2022 06:48 P}

description "Idle CPU Monitor Alarm when CPU remains under 5 percent for 2 hour"

instance name = SMCE-Develop-james.davis, command line

instance name = SMCE-Develop-james.davis, command line

= avs

ec2

aws ec2 create-tags --resources

ec2

i-0f8 —-al

“eipalloc-

"eipalloc-099099730e524eb9d" —-tags

i-0f8.

= aws cloudwatch put-metric-alarm --alarm-name cpu-mon-SMCE-Develop-james.davis --alarm-

CPUULilizat

AWS/EC2 --statistic Average --period 900 --threshold

Value=

unit Percent --treat-missing-data notBreaching
14:51:32 Sep 09 2022 06:51 i
18:51:32

instance name = SMCE-Develop-james.davis, command line

ec2

8 --alarm-actions arn:aws:automate:us-east-1:ec2:stop

i-0f8

13:51:32

14:51:32 If you cannot login to your EC2, wait an additonal 5 minutes to allow the EC2 to finish joining the Active Directory domain.
14:51:32

14:51:32 SSH: EXEC: completed after 1,465,302 ms

14:51:32 SsH: D. ~ [Automation] ...

14:51:32 SSH: Transferred 0 file(s)

14:51:32 Build step 'Send files or execute commands over SSH' changed build result to SUCCESS

job managing Develop AWS EC2s

REST API Jenkins 2.361.1

10.0nce you see the “Finished: SUCCESS” in the Console Output log, you know that your
EC2 has stopped, and you are good to log off for the night. At this point, you can log out of

Jenkins.

Dashboard

+ Newitem

82 People

& Build History
{8 Manage Jenkins

82 My Views

Build Queue v

No buids in the queue.

Build Executor Status v
11dle
2 idle
3 1dle

4 1die

hitps:/fenkins.developprogram orgflogout

AL+
S W Names Last Success
© &  Awsbevelop 26sec  #41james.davis

arch (38+K)

2 James Davis v Elgg‘;ﬂ

/ Add description

Last Failure Last Duration
46 min  #38 james.davis 14 sec >
lconlegend 3\ Atom feed forall S\ Atom feed for failures 3\ Atom feed for ust latest builds

REST API Jenkins 2.361.1
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Section 5. Storing Files

At DEVELOP, there are several resources available to store your files, which are detailed
below. Discuss these options with your Fellow, who may have preferences for the node or
suggestions for what would work best for your team!

Local Storage (C:)

The c: drive on your virtual machine is your local drive, meaning any files stored here are
only accessible on your virtual machine. If you start running low on space in your C: drive,
work with your Fellow to request an increase in space from IT. Files stored on your C: drive
will be lost at the end of the term, so make sure you have sent files to your Fellow or uploaded
them to the shared drive. These should only be files that cannot be re-downloaded or files that
are being sent to your partners. Use a README to document your folder’s content and
structure!

Shared Drive (D:)

The program’s shared drive is accessible through the Virtual Machine and is already mapped
tothe b: drive, no additional steps are needed to connect to it. Because this folder is
accessible by everyone in the program, you can use it to transfer files among your team
members or back-up your work. Please keep your files organized in a team folder with the
following naming format:

YearTerm_ Node_ProjectShortTitle

Remember that this is a shared space for the program, so be mindful of the amount of space
you are using.
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If you have several large files that need to be shared with your team members, contact IT
about options to set-up a server for easy transfer!

= o
.~ = @
Ki =
.
-
AWS WorkDocs

AWS WorkDocs is a cloud-based file-sharing platform that can be accessed both inside and
outside the Virtual Machine. It is a great option for teams that are not requesting Virtual
Machines and need space to share files outside of Office 365.

Please access AWS WorkDocs through the browser only, do not download and install the app
on your virtual machine.

1. Navigate to the AWS WorkDocs page:

https://developprogram.awsapps.com/workdocs/loginv2/index.html#/emailSelect?sitename
=developprogram

2. Login with the username (£irstname.lastname) and password that Jim Davis sent you.
The username should be formatted as username@develop.environments.com. It
should be the same username and password used for Jenkins and GitLab.
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il [ WorkDocs
Wo rk DOCS Plzase log in wath your developprogram

cregentials
Let's get started enra carcsien@Aevelop environmants cor

) Remember usamama

erica.carcelen@develop.environmeni

Login >

Learn more about Amazon WorkDocs
Download clients

Fergot Passwore?

3. The home page defaults to MyDocs, which are the folders and files you have uploaded to
AWS WorkDocs. If this is your first-time logging in, there should be no files since you have
not added any files yet! Navigate to Collaborate to see folders shared among other users in
DEVELOP’s AWS WorkDocs and Activity to see recent actions taken in your files.

4. To create a new folder, use the Create button at the top right. Once you’re ready to
upload files to your folder, navigate to the folder and use the blue Upload button to upload
folders or individual files.
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5. If you'd like to share the folder with your teammates via AWS WorkDocs, select the file or
folder you’d like to share. Click the Share button that becomes available on the top right,
near the blue Upload button.

6. You can create a link by selecting the Share a link option and selecting the appropriate
option.

Share a link X

Everyone in developprogram.awsapps.com can view and comment via
the link below, including child folders

Link access level

Control access to your file via this link

Off view @ View and edit

https.//developprogram.awsapps.com/.. Save & Copy

You can also add people to the folder by selecting Invite people and entering their emails
(typically firstname.lastname@ssaihq.com). Any folders shared with you will show up
in the Collaborate tab.

Invite people X

scotcunningham@ssa "I].::“‘i Contnbutor v
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Note: Only those with access to DEVELOP’s AWS WorkDocs can be added or view these
folders. If you need to share a folder or file externally, discuss any limitations and options

with your Fellow and IT.

7. When you select a file or folder, the Actions drop-down menu also becomes available.
Use this drop-down to download, edit, or delete the item.
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Section 6. SMCE Passwords

For security reasons, your SMCE account password expires every 90 days. Please keep track
of when your password expires, and remember to change it before its expiration date!

1. If you did not request a VM for the term and needed to change your password before it
expires to access GitLab or AWS WorkDocs, send a message to Jim Davis to request that
your password be reset.

2. To check your password expiration date before your password expires, follow the steps in
the subsection Check your password expiration.

3. To change your password before your password expiration date, follow the steps in the
subsection Changing your password.

Check your password expiration

When you remotely log into your VM, a dialog box should appear within 10 days of an
expiration with a warning that your password will expire soon. You can, however, check the
expiration date anytime.

1. To check the expiration date of your password, open the Command Prompt application
on your VM by pressing the Windows key, and on the search field, type “command
prompt” to locate the Command Prompt application.

In the Command Prompt application, type net user <your_login> /domain
replacing <your_login> with your AWS username (typically firstname.lastname)
and hit Enter. Make sure there is a space between your <your_login> and
/domain.

2. A report will then show up with information about your account. Refer to the “Password
expires” field for the exact day your current password is set to expire.
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Changing your password

If you attempt to remotely log into your VM after your password has expired, you will not be
able to log in and will need to message Jim Davis james.a.davis @ssaihg.com, to reset your
password.

To update your password, you must connect to the Change Password Host (IP address
52.203.105.43) from your VM between NOON and 6 PM Eastern (9 AM and 3 PM Pacific). The
Change Password Host will only be available at those times and can only be used by one
person at a time, so be patient during peak hours.

1. To change your password before its expiration date, open the Command Prompt
application on your VM by pressing the Windows key, and on the search field, type
‘command prompt” to locate the Command Prompt application.

2. Inthe command Prompt application, type osk and hit Enter.

3. Avirtual keyboard will appear. On your local keyboard, press the Ctrl-Alt keys (these
should turn blue on the virtual keyboard) and then click on the Del key on the virtual
keyboard.

Make sure you click on the bel key on the virtual keyboard and do not press bel on your
local keyboard. If you press Del on your local keyboard instead of clicking bel on the
virtual keyboard, you may change the password on your local machine, not the VM!
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4. Select change a password and fill out the sections accordingly. Passwords must meet
the following requirements:

« at least 15 characters
« 1 upper case
* 1 lower case

* 1 special character,
* 1 numeric character

Lock
Sign out

Change a password

Change a password

2
Ta S kN a nage{ DEVELOP\erica.carcelen

The same character cannot be repeated more than 3 times in a row.

5. Once you click on the confirm password button, your password is set for the next 90
days!
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